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Mission Statement 
OSHEAN, Inc. is a non-profit coalition of universities, libraries, K-12s, hospitals, government agencies, and other non-profit 

organizations dedicated to providing innovative Internet-based technology solutions for its member institutions and the 

communities they serve.  

 

 

Value Statement 
OSHEAN is committed to our members, for whom we seek to provide top quality, low cost, high speed telecommunications, 

internet, and Above the Net services. It is the mission of OSHEAN to continuously seek out technology solutions that best 

benefit its members. Working collaboratively, we are able to deliver affordable, dynamic services that answer the IT needs of 

our members. 
 
 

 
 
 
 
 
 
 
OSHEAN Inc. 
6946 Post Road, 
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North Kingstown, RI 02852 
www.oshean.org 
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1.   Introduction 
 

Meeting the IT needs of OSHEAN members requires a full array of network infrastructure and 

managed hosting services. For the development and implementation of CLOUD services, 

OSHEAN and NaviSite combined architectures to build the Virtual Private Cloud (VPC) – an 

enterprise-class infrastructure of “ON-NET” cloud services and resources.  The powerful 

combination of OSHEANs Beacon network and the NaviCloud platforms provides OSHEAN 

members with the resources they need to quickly and cost-effectively implement cloud-based 

services.  NaviSite, Inc., a Time Warner Cable Company, is an enterprise-class provider of cloud-

enabled hosting services.  As such, OSHEAN’s VPC Services provide Members with on -network, 

dynamic compute, storage, and desktop application delivery via a SSAE-16 SOC 1 certified data 

center.   

 

OSHEANs Virtual Private Cloud (VPC) provides members with a unique cloud experience.  

Unlike other cloud service providers that exclusively use the commodity Internet to access cloud 

resources, OSHEANs Virtual 

Private Cloud directly links a 

member location(s) to 

NaviSites Andover, MA data 

center.  This direct connect, 

ON-NET, access to the Cloud 

Infrastructure provides added 

security, resilience and 

unprecedented speed & 

performance.   

 

OSHEANs VPC is a major advancement towards protecting sensitive company data while it 

traverses the network.  Keeping member’s data off the public Internet, greatly mitigates exposure 

to network spoofing threats and other malicious attacks inherent in the public domain.  In 

addition, the added resilience of dual network paths provides OSHEAN members with a fully 

redundant network connection to the NaviCloud environment.  This added layer of network 

resiliency compliments the redundant cloud infrastructure – further supporting end-to-end failover 

capability and 99.999% uptime service level agreements.  Last, but certainly not least, is speed!  

OSHEANs private cloud network is built entirely on Cisco carrier class Gigabit systems and 

infrastructure.  Moving large amounts of data is not a problem.  With increased bandwidth and 

extremely low packet latency, working in the cloud can seem like working with local IT 

resources.  
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1.1   Benefits of Hosted Computing 

 
 

Benefits of Hosted Compute 
OSHEANs Virtual Private Cloud brings together the benefits of having your own virtualized compute 

environment with the assistances of cloud services. Specific advantages of OSHEANs VPC cloud are: 

 Multi-Tendency – the cost of infrastructure is shared across multiple Members which makes all user 

and system management resources available to each tenant while providing complete isolation of 

tenant data.  This results in lower costs for all tenants. 

 Beacon 2 Secure Connection – OSHEANs fiber backbone provides secure site-to-site connections 

from the NaviSite datacenter back to a Members campus/building.  Most cloud providers require 

complex IPSEC VPNs to give users this type of access.  Thanks to Beacon 2.0 capabilities, OSHEAN 

can offer it as just another extension of the Members network – and it is included as part of their 

existing transport service – at no additional cost. 

 Security and Compliance – with VPC Compute, OSHEAN and NaviSite manage rigorous compliance 

regulations from across the industry and government.  This reduces the overall risk profile for 

Members since there are less local systems requiring compliance oversight. 

 Flexibility – Pay for what you use, as needed, to increase business agility 

 
 

1.2   NaviSite Resources 

 
 

OSHEANs VPC is groundbreaking – mixing the scalability and rapid provisioning of a cloud computing 

platform with the unparalleled performance and resiliency of the Beacon 2.0 state-of-the-art fiber network.  

The major differences between OSHEAN’s VPC and other solutions in the market, lies in the innovative 

architecture platform: 

 Enterprise-class resources – Rather than utilize low cost components for OSHEAN VPC, NaviSite uses 

enterprise-class hardware and software used in mission critical IT systems.  Storage is provided via a 

Fabre channel-attached IBM (XIV) storage are network; compute processing power is delivered by 

enterprise grade hardware including Intel, Cisco and Fujitsu server blades; and virtualization is handled 

by the VMware hypervisor.  By utilizing widely accepted, industry vetted components OSHEANs 

VPC provides a more reliable cloud environment for Members. 

 Security – Modern computing environments are beholden to a host of regulations such as PCI DSS, 

HIPAA, and NIST 800-53.  OSHEAN VPC was designed from the ground-up, to provide the same 

level of segregation and auditability as a physical environment.  For example, several controls are 

specifically geared to PCI – justification of firewall rules, role based access control (RBAC) and 

network segregation are built directly into the AppCenter interface. 

 Flexible Architectures – Rather than dictate the network or VM configuration for Member 

environments, OSHEAN VPC provides a framework, enabling Members to allocate VMs to as many 
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network segments as needed and allocate VM resources (CPU, memory, disk) independently.  

OSHEAN also recognizes that not all applications run well in a virtual environment, and allows for 

hybrid environments where one leg of a firewall may run to physical hosting environment at NaviSite 

and the other to a Members data center. 

 Availability – Despite the ease of creating and retiring virtual machines in a cloud environment, 

servers are generally created for providing an application that needs to stay accessible to end users.  

NaviSite hosts all VMs on highly available server nodes, reducing the need to build redundant 

machines to meet the 99.999% SLA on cloud resources.  Based on business requirements, VMs can 

additionally be protected by tape backup, disk-based backup, or replication to a remote location.  These 

additional controls can be applied on a per VM basis, allowing for the most efficient use of resources. 

 Performance – By utilizing enterprise class components, OSHEANs VPC virtual machines have access 

to as much CPU and memory as is required for the Members applications.  10 Gigabit connections 

between all hardware components further ensure that I/O and network contention does not become a 

hindrance to application performance. 

 Integrity – NaviSite data centers are considered Tier 3 (N+1 fully redundant) and comply with SSAE-

16 SOC 1 accounting practices 

 

 

2.        VPC Compute Service Details 
 

VPC-Compute Product Options 
 
OSHEAN Virtual Private Cloud hosted computing service is an Infrastructure as a Service (IaaS) and 

offered in two options: 

1. VPC-Sphere provides a structured bundle of virtual server options.  SPHERE is an ideal alternative to 

building an on-site virtual server farm 

that hosts standard or legacy IT 

applications.  OSHEAN’s VPC-Sphere 

mixes the scalability and rapid 

provisioning of pre-determined cloud 

computing requirements with the 

unparalleled speed and resiliency of 

Beacons 2.0 fiber network.  Using 

Enterprise-Class hardware, with fault 

tolerant power, storage and GigE uplinks the VPC-Sphere extends a service level agreement with 

99.999% availability.  Couple that performance with a user friendly front-end, AppCenter, to “turn up” 

and manage each virtual machine, makes moving to the cloud easy and affordable.  
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2. VPC-Director is the next generation of cloud-based virtual compute services.  DIRECTOR is 

designed to be a flexible and 

customized virtual infrastructure 

optimized for rapid roll-out of on-

demand compute resources.  

Constructed from VMware’s vCloud 

Director, and further customized by 

NaviCloud, VPC-Director enables IT 

administrators with the self-service 

tools needed to create and manage their 

custom cloud environments.  VPC-Director uses a layer architecture that includes a single AppCenter 

account to manage one or more Virtual Data Centers (vDCs).  Each vDC has one or more virtual 

applications (vApps).  Each vApp contains the virtual machines and software defined networks (SDNs) 

necessary to support the IT services or end-user applications.  Within this layered system architecture, 

administrators are able to create specialized rules to manage the amount of CPU and memory usage 

each vApp uses.  In addition, VPC-Director includes an added option to support business continuity 

and disaster recovery (BCDR) requirements.  Leveraging Zerto’s hypervisor-based replication and data 

protection system, OSHEAN members can quickly and easy replicate their on premise virtual 

environments to the cloud or between vDC’s.  This full suite of virtual compute resources and BCDR 

tools makes VPC-Director the ideal solution for self-service cloud deployments.   

 
 

2.1   VPC-Compute Infrastructure 

 
OSHEAN VPC Resources 
The core components of the OSHEAN VPC platform are the computing resources that are used to create 

virtual machines.  These resources can be added or removed, via AppCenter, by the Member or 

NaviSite/OSHEAN personnel.  The resources include: 

 CPU: This is the basic processing power that is utilized by VMs to perform computing tasks.  The 

underlying virtualization technologies allow for the abstraction of physical processor in a manner that 

allows it to be utilized by many virtual machines.  Within OSHEAN VPC, CPU is measured in 

Gigahertz (GHz).   

 Memory: VPC-Compute memory is allocated to each Virtual Machine.  Allocated memory is defined 

as a portion of physical Host memory assigned to each VM.  VPC-Compute employs a share-based 

allocation algorithm to achieve efficient memory utilization while guaranteeing the performance 

isolation of memory.  Memory units allocated to VM’s is measured in Giga Bytes.  

 Disk: OSHEAN VPC-Compute storage resides on an enterprise-class (IBM XIV) Storage Area 

Network (SAN) that provides multiple paths to higher-performance disk.  Disk space is assigned, per 

VM and can be modified to increase/decrease storage capacities as well as new disk partitions – 

without the need to re-boot.  Storage units are measured in Giga Bytes increments. 
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 Bandwidth: There are two principal forms of bandwidth provided in this environment: 1) bandwidth 

providing connectivity via Beacon 2.0 to the Internet from any of the Member network segments, and 

2) back-end bandwidth linking to OSHEAN VPC environments in other data centers.  Traffic between 

locally hosted network segments does not figure into either one of these categories and is therefore not 

billable.  Members with Beacon 2.0 contracts have specified amounts of wide area bandwidth to the 

NaviSite data center at no extra charge (depending on the contracted Beacon 2.0 level) 

 
 
 

 

2.2   VPC-Compute User Portals 

 
Self-Service Portals 
 

The NaviCloud management portals help Members accelerate the deployment and ease the management 

of their cloud environments – providing more flexibility and stronger controls.  Through the NaviCloud 

portal, OSHEAN members also are able to see, and report, the amount of 

consumed resources – such as CPU, memory and bandwidth.  On-line portals are 

provided for both VPC-Sphere and VPC-Director: 

 

VPC-Sphere (AppCenter)   

 

 VM creation – Virtual machines can be created based on pre-configured 

templates, member-specific templates, member supplied VMDKs, or 

network installation media.  The member is able to specify the amount of 

CPU, memory, disk and hostname.  Networking information is provided 

automatically by default via DHCP to ensure portability. When a VM has 

been built up to a point where it embodies all the key attributes of a 

server that may need to be replicated, it can be copied into a template for 

future use.  During this process, the VM will be copied into the list of available templates and will be 

added to total amount of disk allocation. 

 VM Modification – Once virtual machines have been created, there may 

be a need to add or remove managed services or computing resources.  

The AppCenter provides functionality for changing the amount of virtual 

CPUs or memory allocated to a particular VM, as well as adding disk 

space. 

 Creation/Modification of Groups – 

To ease the task of managing 

multiple VMs that share business 

requirements, Members can create a 
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nested series of groups for their VMs.  These groups may be based on geography, business units, 

server types, or any other rationale.   

 Resource Reporting: OSHEAN members are able to 

visualize and download (*.csv) usage reports based 

on defined time ranges.  Reporting metrics include 

CPU usage, memory allocation and hard disk space.  

Reports can be filtered by individual VM’s or 

Groups. 

VPC-Director: The Director portal includes two interfaces to manage 

the DIRECTOR virtual compute environment.  The main interface is 

NaviCloud Director.  This interface is a simplified version that provides 

intuitive access to standard/common controls needed to create and 

modify vApps.  The second interface, accessed through the main portal, 

is VMware’s native vCloud Director.  This portal interface allows for more fine-grained control of some 

aspects of a vApp.  For those Members who wish to utilize third party provision tools or a direct 

programmatic interface, NaviSite also makes available the vCloud API.  Using either interface, Members are 

able to remotely administer their DIRECTOR environment.  Standard Interface functionality includes: 

 vApp Creation: Virtual applications can be created based on pre-

configured NaviSite templates, or customer-specific templates.  

Individual VMs can be created from existing templates, customer 

supplied images (VMDK), or uploaded installation media.  

OSHEAN Members are also able to specify the amount of CPU, 

memory, disk space, networking information and hostname(s).  

Networking information can come from either a DCHP range or static address pool depending on 

Member requirement.  

 vApp Modification – Once a vApp has been created, there 

may be a need to add or remove managed services, VMs, 

or computing resources.  The Director portal provides 

functionality for changing the number of virtual CPUs or 

memory allocated to a particular VM, as well as adding 

disk space.  Networking functionality such as adding or 

removing virtual network interface cards (vNICs) and 

adjusting firewall or load balancing rules can also be performed.  

 Creation of templates – when a vApp is built up to a point where it embodies all of the key attributes of an 

application, or server, that may need to be replicated, it can be copied into a template for future use.  

During this process, the vApp or VM will be copied into the list of available customer templates and will 

be added to the total amount of disk space allocated to the environment. 
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 Replication Services – the NaviCloud Director platform allows for the simple replication of a VM or vApp 

from one node to another for purposes of migration or as the basis of a disaster recovery plan.  OSHEAN 

Members can select the vApp to 

be protected as well as setting a 

Recovery Point Objective (RPO) 

that meets their business needs.  

After the initial sync between 

sites, the interface will provide a 

real-time measurement of the best 

possible RPO that could be 

provided for the vApp.  The site 

administrator can then adjust the configured RPO to the optimal setting.  Once synchronized, a vApp test 

migration can be done to ensure that the underlying application behaves in an expected manner in the 

event of a disaster or planned migration. The replication can occur either between VPC-Director Nodes 

or between a Members on premise implementation and a VPC-Director node.  

 Resource Threshold: to manage and control the amount of resources consumed, the NaviCloud Director 

portal includes administrative tools to notify and limit the amount of CPU, memory and disk space used 

within the DIRECTOR cloud environment.  

 
 

2.3   Product Packaging 

 
OSHEAN’s Cloud Services provide on-demand, scalable provisioning of IT services that are available 

through the NaviCloud management consoles.  OSHEAN provides Members with a proven on-boarding 

cloud process for moving applications to the cloud.  The platform contains the essential building blocks of 

a system infrastructure, Including: 

 Network: For each hosted customer, a redundant virtual private network is uniquely configured 

between the Members LAN/Beacon 2.0 demarcation point and the NaviSite Data Center.  This 

directly connected network provides unprecedented speed and packet delivery.  Each Members virtual 

cloud is provisioned with a /24 subnet of private IP addresses allowing up to 254 uniquely assigned 

Virtual Machines to be configured.  Standard VPC Networks include:   

o Secure 1Gbit VLAN on a high capacity Ethernet Trunk line to the NaviSite Data Center. 

o Virtual Routing and Forwarding (VRF) for network isolation 

o Per Member virtual Firewall 

 Scalable Virtual Servers and Storage: Virtual Servers offered will be completely customizable based 

on resource needs.  Members can “turn-up” as many Virtual servers as required. 

o Configurable Virtual Servers – CPU, Memory and Disk space 

o Several Support Operating Systems (Licensing Included) 

 Windows Server 2008, 2008R2, 2012 

 Redhat Linux Enterprise 
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 CentOS Linux 

 VPC-Director offers added software options, such as Zerto BCDR and Agentless anti-virus 

 
 

2.4   VPC Network & User Management 

 
 

Network 

OSHEAN VPC supports enterprise-level network segregation among Member environments, as well as 

segregation among networks within a Member environment.  Providing this level of separation has been 

one of the key design parameters.  OSHEAN provides fully auditable environments that can be customized 

for each client requirement. Each Member is provided with one or more VLANs and network blocks for 

hosting virtual machines. 

 

User Administration 

Role Based Access Control 

Larger organizations may need to allow many users to manage different parts of their environments.  In 

order to fulfill these requirements, a full Role-Based Access Control environments (RBAC) system can be 

found under the Admin tab of the administrator account in the management portal.  Users can be organized 

into different roles reflecting the hierarchy of the Member environment.  Similarly, an approval policy 

utilizing these roles can be created for many of the functions within the AppCenter interface.  Upon 

completion, these policies can be applied to different groups of servers or other devices allowing for the 

creation of a workflow with AppCenter that mirrors the workflow within a physical Member environment. 

 

Resource Instrumentation 

Virtualization allows users to make better use of physical resources by allocating them to multiple virtual 

machines simultaneously.  When VMs are busy at different times (i.e. day Vs night, weekdays Vs 

weekends) this arrangement works out very well and there is no contention for the finite group of 

resources.  Unfortunately, there may be times when multiple machines need access to the same physical 

resources and a method for determining which VMs are more important can be difficult.  OSHEANs VPC 

resolves this issue through the use of a Resource Instrumentation suite that allows the Member a very 

simple method of assigning different limits to each resource pool and then specifying the priority of each 

VM within the pool   For example, OSHEAN Members with three divisions plus a development team may 

limit the development team to 10% of the overall resource pool while splitting the remaining 90% evenly 

between the divisions.  Within each environment, a single database server may be supporting multiple web 

and applications servers, so the database gets high priority while the others get normal or low.  Business 

priorities can be applied to resource consumption ensuring that the production environment is optimized. 
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VM Monitoring 

OSHEAN Members are provided a means of performing basic monitoring of their virtual machine(s).  

Parameters that are monitored are: 

 CPU Utilization 

 Memory Utilization 

 Disk Utilization 

 

Members are able to generate resource 

graphs based on time range.  In addition, 

VM resource data can be downloaded in 

comma separated value (CSV) file formats. 

 
 
 

 

 

2.5 OSHEAN Network Options 
OSHEAN recognized that each of our Members may have different architectural requirements for their 

environment.  Members are encouraged to 

choose the network architecture that best 

suits their needs.  As a baseline, OSHEAN 

established two network options that 

accommodate most Member requirements.  

1. Virtual Private Cloud – for these 

environments, all computing, storage 

and network access is provided entirely 

via OSHEAN DWDM optical transport 

carriers.     
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2. Internet – for off-net requirements a gateway to the NaviCloud systems is provided through 

OSHEANs ASA Firewall. 

 

 
 

3.   Business Operations 
 

This section summarizes processes for ordering, scaling, renewing, suspending, and terminating VPC-

Compute and VPC-Director services 

 

3.1   Ordering and Invoicing 

 

Ordering 

 All Member orders will be processed between OSHEAN and NaviSite.  During this process, 

OSHEAN will configure a virtual private cloud between the Members designated network space 

and the NaviSite data center.  NaviSite will build out the Members virtual environment based on 

details agreed upon in the STEP document completed by OSHEAN and the Member technical 

liaison.  A single, administrative, sign-on to management portal(s) will be distributed to the 

Members primary point of contact (PPOC) disclosed in the STEP document.  The PPOC will use 

this single Service instance (“Service Identifier”, or SID) to build out additional users profiles to 

access the systems. Below is a high level description of the user account types: 

 Administrator: 

o Complete rights to view/modify service request 

o View/modify contact settings including roles 

o View (not change) monitoring/usage information 

o View equipment 

o Create maintenance windows 

 Super User 

o Complete rights to view/modify service requests 

o View/modify only their own contact information 

o View (not change) monitoring/usage information 

o View equipment 

 User 

o View their own service requests 

o Create Trouble Tickets (not Change Requests) 

o Modify their own contact information (excluding roles) 

 Invoice Admin 

o Create payment options for invoices 

o View invoices 
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 Invoice Viewer 

o View invoices 

 

 When ordering VPC-Compute services, Members will be required to fill out a detailed 

provisioning questionnaire (STEP document) provided to you by OSHEANs solutions architect.  

This information is required to fulfill the order and should be submitted along with the initial 

sales/purchase order. 

 

 Additional capacity may be purchased at the time of initial order or any time after the initial order – via 

the management portal 

 

 Additional services, such as Hard Disk Storage, may be purchased with the initial order or through the 

Member Portal (AppCenter, Director) at any time during the subscription term.  Additional terms and 

fees may apply to such additional services. 

 

 Account changes to capacity can be made by ordering additional capacity or services any time 

during the service period.      

 

Invoicing 

When Members purchase the Service Offering, OSHEAN will invoice for all ordered services within 

thirty (30) business days after the beginning of each Billing Period.  

 VPC-Sphere: Usage is charged for actual usage each month based on the 95% usage model – i.e.: 

o Regular usage statistics for CPU, Memory and Storage are captured 

o The top 5% of usage readings are discarded, and the monthly charge for each metric (CPU, 

Memory and Disk Storage) is based on the next highest reading. 

 VPC – Director: uses a point based system to charge for Director Services.  Each service has a 

unique point value for a stated time period; for example virtual CPUs have a point value per hour, 

memory is measured in GB-hours.  Each resource is tracked independently and aggregated into a 

point total for the individual VM, vApp or other construct.  Projected point consumption is 

displayed when creating a VM or vApp, maximum point values are shown when setting limits on 

a vDC, and past consumption can be shown for each construct from the billing tab of the Director 

portal. To determine the cost of an individual VM,  a calculation can be done for each resource: 

o Number of vCPUs times points per vCPU per hour 

o Amount of memory times points per GB of memory per hour 

o Amount of disk time points per GB of disk per hour 

These values can be added up to determine the cost of the VM per hour or per month.  This is 

performed automatically in the Director’s billing Interface as well as the individual VM screens 

with a cost.  At the end of each month, OSHEAN and NaviSite aggregate the total points used in 

each VM.  Depending on the number of aggregated points, the following volume discounts are 

applied: 
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 0-9999 points: list price 

 10,000 – 24,999 points (~6% discount off list price) 

 25,000 – 49,999 points (~11% discount off list price) 

 50,000 – 99,999 points (~15% discount off list price) 

 >100,000 points (~17% discount off list price)  

 

3.2   Add On Capacity 

 
 

 Add-on capacity (such as Virtual Machine(s), Memory, or Disk Space) may be purchased at any 
time to meet new or expanded requirements. 

 

 Additions can be dynamically added by Member via their Service Portal  
 

 The Term for add-on capacity is monthly 
 

 There is NO non-reoccurring charges to add capacity to existing VPC environments 

 
 

3.3   Renewal 

 
 NaviSite reserves the right to not renew an SID at the end of its subscription term. In the event of a 

non - renewal by NaviSite, OSHEAN will notify the Member 30 days prior to the end of the 

subscription term.   

 

3.4   Suspension and Re-Enablement 

 

 While a SID is suspended by OSHEAN for delinquent payment or any other reason as detailed in 

the Terms of Service, OSHEAN will restrict access to all SIDs and block all traffic across their 

Public IP addresses. OSHEAN/NaviSite will retain SIDs with configurations and data intact 

until the issue is resolved or the service expires or is terminated. 

 SID re-enablement will be initiated immediately upon resolution of the account issues that led to 

suspension; access to the Service Offering and traffic across IP Addresses will be restored. 

 

3.5   Termination 

 
 

 Full termination of an SID due to contract expiration, termination, cancellation, or any other cause 

will result in permanent loss of access to the environments, discontinuation of account services, and 

a deletion of such environments, configurations and data according to NaviSites internal data 

retention policy. 
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3.6  Service Escalation and Contacts 

 
PROBLEM MANAGEMENT ESCALATION:  Members will use OSHEANs contact and escalation list.  

If there is no response within the applicable time periods specified in the SLA (cell phone numbers should 

be used for high priority issues; e-mail may be used otherwise: 

VPC Support Procedures: 

 

• Report VPC problems on a 24/7 basis using the OSHEAN netsupport email address:  

netsupport@oshean.org 

• Indicate in Subject line that it is a VPC related issue 

• This email is received by all OSHEAN network engineers and will ensure the fastest 

response based on availability 

• In the event that an escalation is needed, due to the priority nature of the issue and/or 

the occurrence happening after business hours when response to the netsupport 

account is reduced, use the following escalation list: 

Primary 

Technical 

Contact 

Name: Brian Schaefer 

 Office Phone: 401-398-7554 

 Cell Phone: 401-595-9123 

 E-mail: Brian.schaefer@oshean.org 

Technical 

Escalation 

Contact 

Name: Jon Domen 

 Office Phone: 

Cell Phone: 

401-398-7575 

401-835-0852 

 E-mail: Jon.domen@oshean.org 

 

 
OSHEAN/NaviSite Member Support Escalation: 

http://www.oshean.org/
mailto:netsupport@oshean.org

